Abstract This paper proposes a robust watermarking method for uncompressed video data against H.264/AVC and H.265/HEVC compression standards. We embed the watermark data in the midrange transform coefficients of a block that is less similar to its corresponding block in the previous and next frames. This idea makes the watermark robust against the compression standards that use the inter prediction technique. The last two video compression standards also use inter prediction for motion compensation like previous video compression standards. Therefore, the proposed method is also well suited with these standards. Simulation results show the adequate robustness and transparency of our watermarking scheme.
Introduction
One of the main concerns of digital media producers is preventing copyright infringement. Nowadays the concerns in the digital media business are growing due to the advances in technology particularly digital communications [1] . Prevention from copying or unauthorized publications is of vital importance to their manufacturers. For example it is possible that in a few seconds, large amounts of a digital media could be illegally published on the Internet [2] . Watermarking is a solution for these issues. In watermarking by adding a watermark to the media it can be protected from illegal copying [3] . Also for authentication purposes we can prove the ownership of the media by extracting the hidden watermark in it. Digital video is one of the most important digital media today that many watermarking, steganography, and steganalysis methods are proposed for video [4, 5, 6, 7] . In many applications like military and cinema improving security of raw videos is of high importance and watermarking can be used to achieve this objective. The main problem of this process is the robustness of the watermark against the usual attacks.
The most common attack against a raw video is compression. Robustness of the watermarking should be to the extent that if the watermarked video would have been compressed and subsequently decompressed, the watermark would still remain in the video.
In [8] , the authors proposed a video watermarking method, using video characteristics based on Human Visual System (HVS) in 3D-DCT domain. They embedded the watermark in the mid-range 3D-DCT coefficients and evaluated the robustness of their method against MPEG-2 compression attack.
Alavianmehr et al. [9] proposed a reversible data hiding method for uncompressed video data based on histogram distribution constraint.
Recently, various embedding methods for raw video are proposed. In [10] , a watermarking in 3D-DWT domain is proposed using perceptual masking. The watermark is embedded additively by weighing it through the predefined mask.
In [11] , the temporal sensitivity of the human visual system (HVS) is utilized to exploit the temporal dimension for watermark embedding. To achieve imperceptible distortion after watermark insertion, the embedding process uses temporal contrast thresholds of HVS to determine the maximum strength of watermark. For more details about the video watermarking methods in uncompressed domain please refer to [12] .
The latest standards for video compression are H.264/AVC [13] and H.265/HEVC [14] standards.
In this paper, we propose a video watermarking method that is robust against compression by the aforementioned standards. To the extent of our knowledge, there has not been a method proposed for uncompressed video watermarking which is robust against H.265 compression at the moment.
Proposed Method
We embed the watermark in the DCT coefficients of some blocks of the luma frames. For this purpose, every block of a frame that is suitable for watermarking should be selected and after that the watermark data could be embedded in these selected blocks. We call each of the selected blocks a Watermarking Block (WB). In this section, first we introduce our method on how to choose the WBs and afterwards we present the embedding and extracting algorithms.
Search for WBs
To propose a method that is robust against H.264 and H.265 compression, we should know the basics of how they work that means by considering the compression process we can design a reliable watermarking method. Inter prediction is used in both H.264 and H.265 standards. In the compression process, the encoder makes a prediction of the current block based on previously coded frames using inter prediction.
Then, the prediction block is subtracted from the current block to form the residual block [15] - [16] .
Therefore if a block and its predicted version are similar, the residual values will be small. To increase the robustness of our method, we choose those blocks of a frame that are less similar to their corresponding blocks in the previous and next frames.
Let B i,k be the i-th block of the k-th frame. We calculate the residual blocks R −1 i,k and R +1 i,k as follows:
where R −1
i,k and R
+1
i,k are the residual blocks regarding the corresponding block in the previous frame (B i,k−1 ) and in the next frame (B i,k+1 ), respectively. If the sum of energy of the two mentioned residual blocks is greater than a threshold E th then the block B i,k will be a WB.
The drawback of the proposed method is its capacity. If the video has slow movements, we can find few WBs which lead to low capacity. To overcome this issue, choosing lower threshold E th is inevitable. in Figures 2 and 4 . In the frames shown in Figure 1 , the head and hands of the salesman are moving and the proposed method correctly identifies these moving areas of the frame. It can be seen that the blocks that are similar in the consecutive frames are not selected and as E th increases, fewer blocks will be selected for watermarking. This claim is also true for the Hall video sequence. An important advantage of this method is that by embedding in the moving areas of the frame, the watermark will be highly imperceptible.
Watermark Embedding
Let X i,k be the i-th WB of the k-th frame. First we calculate its DCT coefficients, then after zigzag scanning the coefficients we pick two of the mid-range DCT coefficients c 1 and c 2 according to a pseudorandom key. The embedding rule is defined as:
For embedding bit "1" : replace |c1| with max {|c1| , |c2|}
For embedding bit "0" : replace |c1| with min {|c1| , |c2|} (2) This way one bit can be embedded in each WB.
Watermark Extraction
Considering the proposed embedding method, the extraction algorithm will be simple. First we locate the WBs of a luma frame. After calculating the DCT coefficients of the WBs and zig-zag scanning, the watermarked coefficients c 1 and c 2 should be identified according to the pseudorandom key and then the watermark bit will be extracted as follows:
Simulation Results
For evaluating the performance of our watermarking system, we embedded the logo of Isaac Scientific Publishing (ISP) journals showed in Figure 5 into four video sequences and then compressed and decompressed the watermarked video with H.264/AVC and H.265/HEVC codecs. Tables 1 and 2 show the correlation between the original logo and the extracted one.
We also verified the robustness of our watermarking scheme by more than one step compression and decompression. Tables 3 and 4 show the correlation between the original watermark and the extracted one after two consecutive compressions and decompressions by H.264/AVC and H.265/HEVC codecs. The results of Tables 3 and 4 verify the robustness of the proposed watermarking method against compression and decompression attacks. The transparency of the proposed watermarking method is measured by PSNR. Park et al. [8] proposed a video watermarking method using video characteristics based on HVS in 3D-DCT domain. We compared the transparency of our proposed method with the results of [8] in TABLE 5. Our watermarking transparency is greater than the method proposed in [8] . For better visualization, one original and watermarked frame of Foreman video sequence is shown in Figure 6 . The measured PSNR for the frames which are shown in this figure is 47dB. This value of PSNR confirms the transparency of our watermarking method.
Conclusion
In this paper, we proposed a new robust watermarking method for uncompressed video data against compression attacks. We used the H.264/AVC and H.265/HEVC compression standards to evaluate the robustness of our method. To increase the robustness of watermarking against compression attack, we embedded the watermark into WBs. The WB is a block of a frame which is not similar to its corresponding blocks in the previous and next frames. Therefore, the coefficients of the corresponding residual block in the compression process would have high values and this way we could increase the robustness of the watermark. By simulation we measured the transparency and robustness of our proposed method and compared the results to the results of [8] . We also verified the robustness of our proposed method by applying several compression attacks and each time the watermark could be extracted successfully with acceptable correlation with the original watermark. The results showed the proposed method has adequate transparency and robustness. 
